
Technology 
Surveillance of 
Protesters



How law enforcement uses our 
cellphones against us
 Electronic surveillance used in Kenosha and elsewhere in 

Wisconsin during 2020 protests:
 Social media monitoring
 Cellphone seizures
 Geofencing warrants

 Other surveillance tactics that may have been used or could be 
used in the future:
 Cell site simulators
 Cell phone location tracking
 Spyware



Our investigation showed 
that local and federal law 
enforcement agencies set 
up a social media 
monitoring site to surveil 
activities in Kenosha.



The Peoples Revolution 
appeared to be of 
particular interest to the 
FBI and Kenosha Sheriff



Cellphone Seizures
 Cellphones were confiscated during the George Floyd protests 

in Milwaukee, protests in Wauwatosa, and the Kenosha.
 Protesters arrested during protests regularly reported that 

their cell phones were not immediately returned to them after 
their release. 

 Police need a warrant to search your cellphone.  You should 
not consent.

 Companies like Cellbrite and Greysmith sell law enforcement 
tools to crack encryption on cellphones to extract data.



Police took and kept cellphones of 
arrested protesters.

https://youtu.be/n5iGkdoNfBU

Ryan Clancy, Milwaukee County Supervisor 
and ACLU of Wisconsin Legal Observer, 
describes how police persuaded him to give 
up the contents of his cell phone after his 
arrest during a George Floyd protests in 
Milwaukee.  He also says there were 
unexplained disruptions to cellphone apps 
during the protests.  

https://youtu.be/n5iGkdoNfBU


https://www.theverge.com/22644965/kenosha-protests-geofence-
warrants-atf-android-data-police-jacob-blake

Reporting at The Verge has revealed that 
law enforcement used geofencing warrants 
sent to Google as part of investigations into 
2020 events in Kenosha.

A geofencing warrant asks Google to 
identify all devices that were within a 
specific geographic space during a specified 
time period, such as when a fire broke out.

In one warrant “police set a two-hour 
window and a geofence covering the middle 
third of the downtown’s largest public park 
space. It was a significant span of time on 
the busiest night of the protest in an area 
that provided a natural meeting place for 
anyone who had taken to the streets that 
night.”

https://www.theverge.com/22644965/kenosha-protests-geofence-warrants-atf-android-data-police-jacob-blake
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Where did law enforcement use geofence 
warrants in Kenosha in 2020?
• Multiple geofence warrants for areas near protests, including 

the Dinosaur Museum, Library Park, and businesses along 
Sheridan Road.



Stingrays – Cell Site Simulators

 Cell phone signals typically go through a tower operated by your 
cellphone company, but with a cell site simulator, signals go 
through a “stingray” operated by law enforcement.

 Federal and Wisconsin law enforcement have and use these 
systems.

 With a stingray, law enforcement can track the location of a 
cellphone, listen to unencrypted conversation, read 
unencrypted text messages, and more.



Stingrays – Cell Site Simulators

 The actual capabilities of current cell site simulators are a 
closely held secret by law enforcement and manufacturers, and 
vary depending on phone technology, the cell carrier, and type 
of simulator.

 Cell site simulators can potentially intercept real time 
unencrypted phone calls, text messages, instant messages, web 
browsing, video chat and more.  

 For more information see www.eff.org/pages/cell-site-
simulatorsimsi-catchers

http://www.eff.org/pages/cell-site-simulatorsimsi-catchers


Use of surveillance technology:

I. Federal and state law enforcement should not use the types of 
data gathering and surveillance techniques to track:
A. the locations of protesters’ cell phones
B. Highly sensitive and personal conversations
C. Text messages
D. Metadata
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The FBI conducts 
regular training for 
law enforcement 
about cell phone 
systems.



13



Before attending a protest:

• Consider not taking your phone.
• Make sure your phone is encrypted and password protected 

with the latest updates to operating system.
• Use a numerical PIN and turn off facial recognition and thumb 

print.
• Use encrypted communication apps like Signal or Telegram for 

calls or texts. 
• Turn off location services and Wi-Fi when not in use.
• Use a VPN when using public Wi-Fi.



At a protest:

 Be conscious of your privacy settings for streaming, photo 
posting, or sharing what you are doing.

 Remember if you are livestreaming to a public social media 
account (i.e. Facebook or Instagram), you are providing 
information to enforcement who may monitor your stream.

 Consider recording to your device rather than livestreaming.  
 If you do decide to stream, use the ACLU Mobile Justice app.
 Avoid taking photos of protester’s faces without their consent.



If police take your phone:

 Cell phones can only be searched with a warrant, or your 
consent, but there is evidence that police attempt to view the 
contents of phones without warrants.

 If asked, never consent to have your phone reviewed.
 If your phone is kept after arrest and release, immediately send 

written demand that it be returned, including another 
statement that you object to the search of your phone.



Avoiding spyware: 

 Never click on links from people you don’t know.
 Never click on unexpected links from people you do know.
 Most spyware comes through attachments – to an instant 

message or a WhatsApp or Facebook chat.  Don’t open if you 
are uncertain of the source.

 Power phone all the way off and restart on a regular basis.   This 
can remove some types of spyware from the phone’s memory.
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