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Computerization has radically altered our lives, our commercial transactions, and
the way government conducts its business. By the mid-1990s, more than five billion
electronic records were maintained in the United States. It is estimated that
information on every man, woman, and child in the country is traded on an average
of five times a day.

Few would dispute that the automation of records promotes efficiency, enhances
cost-effectiveness, and enables analysis undreamed of a generation ago.
Nevertheless, almost every recent public opinion poll reflects mounting unease
about the intrusiveness of modern technology. Underlying these concerns is a
growing awareness that individuals have lost control over how their personal
information is used, reused, and potentially misused.

Over the last few years the government has embraced information technologies as
a way to streamline its services, track individuals, conduct outcomes research,
evaluate program effectiveness, and maintain public order. To carry out these
functions, detailed information is often sought from citizens who contact the
government during the course of everyday life. Increasingly, this information is
stored in large-scale databases. All too often these databases are subsequently
mixed, matched, and merged for some secondary purpose that, on its face, seems
innocuous or even benevolent and wholly justifiable. Citizens seldom, if ever,
consent to such reconfiguration and re-release of personal details about themselves
or their private lives.

The private sector’s appetite for personal data is also growing. Like their
government counterpart, private businesses and organizations also rely on
information technologies to consolidate, manipulate, and cross-tabulate data from
multiple sources. The incentives for the private sector to utilize sophisticated
computer applications are threefold: (a) to reduce the risks of extending credit,

(b) to target marketing strategies, and (c) to generate revenue from the sale of lists
and consumer profiles. Since few laws exist in the United States to guide or limit
such activities, the demand for data is likely to accelerate in the coming years.

The consequences of our unregulated technological environment are being felt by
increasing numbers of concerned citizens. ldentity theft is now America’s fastest
growing crime. By stealing a person’s surname and/or maiden name, date of birth,
bank or credit card numbers, or a Social Security Number, data thieves can
establish false accounts, accumulate huge bills, and thereby, ruin a person’s credit
rating.



Another concern relates to data dossiers that are created when personal
information is consolidated and aggregated from varied sources. These electronic
profiles may describe or predict an individual’s location, occupation, income level,
commercial preferences, financial history, health status, and life style. The sale of
data dossiers to outside parties raises public fears that the unbridled use of
information technology may jeopardize a person’s employability, insurability, and
personal reputation. These are just two of the many concerns surfacing while the
collection and dissemination of data remain unsupervised.

Because information has become so prevalent and commercialized in the United
States, it is imperative that the data handling practices of both the public and
private arenas are transparent and accountable. Only then can a sense of trust be
restored between the data provider and the data user. This is necessary to quell
growing public fears that the information brokers of today may become the power
brokers of tomorrow.

The following report attempts to illustrate the many layers of issues surrounding
the collection and dissemination of personal information. First, it closely examines
data gathering activities in one typical state bureaucracy. The second section
discusses information as a valuable asset and why it is in such heavy demand. The
final section takes a close look at the Social Security Number and documents how it
has expanded since the 1930s.

Admittedly, this report presents no recommendations or legislative proposals. But
hopefully, the information presented here will facilitate the development of privacy
policies, procedures, and/or regulations that are based on facts, rather than
assumptions, political rhetoric, and special interest influence.

One ancillary issue surfaced during the course of this research: government and
business enrichment off the sale of identifiable information. The profitability of
data merits thorough examination. A separate report on this topic will be published
in the near future.



Glossary of Terms

Identifiable information: Information that can be uniquely associated

with an particular individual through the use of a name, address, birth date,
Social Security Number, etc.

Data Linker/Linkage: A common identifier or number (such as the Social
Security Number) that connects two separately recorded information systems or
databases.

Data Privacy: The right of an individual to control the collection, use, re-
release, and sale of his/her own identifiable information.

Public record: Any written, printed, spoken, visual, or electromagnetic
information maintained by a governmental authority that is open to the public
at large at a charge not to exceed the cost of recovery or reproduction.
Confidential record: Any information that is protected by law from release to
the press and public. Under certain circumstances, however, it may be shared
internally, with subcontractors, or with selected third parties.

Database: Large collection of computerized information often designed to be
expanded, updated, reconfigured, and retrieved rapidly for many uses.
Outcomes research: Longitudinal studies that measure the results or the
consequences of some activity, program or process.

Secondary uses of information: The reuse of information for purposes or
reasons that are different from the original intent of its collection.







Agency Data Public Confidential Data
Name Collected Records Records Web Site | Requesters
Revenue, Tax filings of 4.6 In Wisconsin Tax returns and Nothing Businesses (for
Dept. of million individual | release of net tax claims are identifiable mailing labels)
tax filers and information on confidential and members of
delinquent tax individuals and the public
payers firms can be
requested
Secretary of Notary Publics, | Generally records Nothing Bonding
State oaths of office, are public identifiable | companies and
and trademark members of the
registrations general public
Technical Student, staff, Student, staff, Transcripts, SSNs, Uncertain General public
College System | and faculty data and faculty and other sensitive but student
from 16 districts directory student information data may not
information is are protected by the released to
public federal FERPA credit card
companies
Tourism, Over 1 million Technically, Yes None as yet;
Dept. of individuals recreational Internet inquiry database
requesting inquiries list is access is new
recreational public includes an
information; lists opt-out for
include name, sale of
address, age, and inquiry
vacation interest database
Transportation, Driver licensing Files on Driver health Nothing Insurance
Dept. of and vehicle Wisconsin information and identifiable companies,
title/registration drivers, vehicle digitized photo are as yet recall firms,
lists, driver titles, registrations, confidential telemarketers,
photos, disabled disabled plates, private
plate applicants, accidents, and Drivers may utilize investigators,
accidents, citations are all the “10-or-more- reporters,
citations, and public opt-out” to limit commercial
organ donors release of motor businesses, and
vehicle information the general
public
Treasurer, State Unclaimed Unclaimed Name, Uncertain
property and property is address, and
cash management published in city of
program newspapers unclaimed
property
University of Student, staff, Student, staff and | Ticket sales lists are Student, Credit card and
Wisconsin and faculty data | faculty directory not sold as a rule; staff, and insurance
System and athletic information is sensitive student faculty companies,
ticket sales public information is directory marketers, and
protected by the listings by the general
federal FERPA campus public




Agency Data Public Confidential Data
Name Collected Records Records Web Site | Requesters
Veterans Veterans (listed Veteran names Home loan, benefit Nothing Uncertain
Affairs, by county), are only released data, and sensitive identifiable
Dept. of benefit data, to family military record
home loans, and members information are
military (though VFW confidential by
discharges and American federal law
Legion may sell
veteran lists)
Workforce KIDS database WC and UC WC and UC records Parents Attorneys,
Development, (child support), | claim information | (including medical delinquent | businesses, and
Dept. of Worker’s and may be released data) are generally in their child | members of the
Unemployment | and shared under considered support general public

Compensation
records (claims
and benefits),
Wisconsin Works
(welfare), and
employment and
wage data on 2.5
million workers

certain
circumstances

confidential by state
and federal law, but
many exceptions
exist for their release
and sharing; wage
data remains
confidential in
Wisconsin




1. “ DATA CREEP”

As demonstrated in the previous chart, personal data are in heavy
demand by the public sector. But government is not alone. The
private sector also views data as a valuable asset for everything from
marketing to consumer profiling. To meet these demands (and in the
absence of regulatory prohibitions), private businesses and even some
organizations have declared open season on other people’s information.

Once compiled, data may also be enhanced. Sophisticated computer
applications use identifiers such as a name, birth date, or Social
Security Number to link, cross-tabulate, and integrate databases for a
panoply of purposes that are unrelated to the original intent of the
data collection.

Sometimes these activities are viewed as free commerce and a means
to provide consumers with new services and products. Other times
they seem intrusive and even harmful. Either way, data handling
activities are undertaken for the most part without consumers’
knowledge, control or consent.

The enumeration found on the following pages summarizes the kinds
of personal descriptors that are being collected in the public and
private arenas. The list is hardly inclusive. Its intent is to document
that “data creep” is occurring ...even though each instance may seem
rational and entirely justified on its face.
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“ DATA

CREEP” | N THE PUBLI C SECTOR

W SCONSI N & BEYOND

INFORMATION
COLLECTED

INFORMATION USES

Social Security
Numbers
(SSN)

Dates of Birth
(DOB)

Digitized
Photographs

Fingerprints

Background
Checks

At least 27 Wisconsin state agencies collect the SSN for
various purposes; however, the University of Wisconsin and
the state Vocational Education System may no longer use the
SSN as the student ID. Ten states use the Social Security
Number as the drivers license number, although Wisconsin
does not. Further discussion of the SSN is found later in this
study.

Most government agencies require actual birth dates on
forms and even sensitive and health-related registries. Only
one agency in Wisconsin is know to be considering a shift to
the year of birth. Date of birth is a common identifier used
to connect and integrate scattered record-keeping systems.

The Wisconsin Department of Transportation now digitizes
photographs for driver licensing. In Wisconsin the image
may, under certain circumstances, may be shared with state
law enforcement agencies, but it is not part of a public
record. Some other states consider the driver photograph to
be a public record.

Fingerprints are now collected and/or checked by the
Wisconsin Departments of Public Instruction, Justice, and
Health & Family Services. Wisconsin is one of 14 states
using a new ID system allowing police to fingerprint from
their squad car and immediately check those prints against
FBI records via computer. Wisconsin houses approximately
800,000 prints, while the FBI has over 32 million prints in
their computer system. Three states now require fingerprints
for driver licensing.

For various reasons, criminal background checks are now
conducted in Wisconsin by the Office of the Insurance
Commissioner, the Board on Aging, and the Departments of
Public Instruction, Justice, Regulation & Licensing, Financial
Institutions, and Health & Family Services.
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Geographic
Information
Systems
(GIS)

DNA

Health
Information

Behavioral
Information

Registries and
Reporting
Systems

GIS, computerized three dimensional mapping, and/or
geocoding are now being used in Wisconsin by county
Registers of Deeds for automated land information and by at
least one state agency for cluster and/or outcomes health
research. Increasingly, GIS databases are available in police
squad cars to pinpoint locations and enhance information
needed for law enforcement.

The Wisconsin Department of Justice has been linked to the
national DNA database run by the FBI since 1998. In 1999,
the worldwide association of police agencies called for the
collection of DNA samples from all suspects upon arrest.

In 1998, thirty governmental entities in Wisconsin were
collecting identifiable or coded health data for a myriad of
purposes. While such information is treated as ‘confidential’
in terms of open records, it is increasingly shared with federal
and/or local authorities, subcontractors, or other outside third
parties.

Mothers are now obligated to disclose their smoking and
drinking habits and other sensitive information in order to
obtain a certified birth certificate.

Wisconsin state agencies now maintain reporting systems
and/or registries covering HIV/AIDS, induced abortions,
artificial insemination, sexually transmitted diseases, cancer,
lyme disease, blood lead levels, pesticide use, sexual
offenders, and gang membership to name but a few. County
agencies maintain registries of out-of-wedlock births and
military discharges. Recent federal initiatives in this area
range from a new birth defects registry to a monitoring
system for the elderly who receive home health care.
Generally, individuals identified in registries do not consent
to the use of their names for this purpose.
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“ DATA CREEP” | N THE PRI VATE SECTOR

INFORMATION
COLLECTED

W SCONSI N & BEYOND

INFORMATION USES

Social Security
Number
(SSN)

Fingerprints

Drug Testing

Blood Testing

Hair Sampling

Background
Checks

Airport
Screening

SSN is often required for commercial and credit
transactions, including an application for a credit card.
Increasingly, HMOs use the SSN as the medical record
number, instead of a unique number. Further discussion of
the SSN is found later in this study.

Some banks now require fingerprints for check cashing by
non-customers. A few stores also require fingerprints for ID
and credit verification.

In 1998, the American Management Association reported
that over 80% of its member companies have drug testing
programs in place. One hospital in South Carolina is
proposing to test all pregnant women in order to report
illegal drug use to the police, although this practice was
challenged to the U.S. Supreme Court.

At a private San Francisco laboratory a few years ago,
clerical workers were secretly tested for syphilis, sickle-cell
anemia, and pregnancy. An appeals court ruled such tests
were intrusive and must be job related.

Some private companies are requiring the RIAH hair
sampling test for employee health evaluations. Hair
analysis is also sometimes used to test employee drug use.

In many cities, including Madison, landlords are permitted
to conduct criminal background checks on potential tenants.

A new X-ray device to screen airline passengers for weapons
and drugs has recently been introduced in six major U.S.
airports. Passengers must consent to the screening. While
not erotic, the x-ray images do see through clothes.
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Prescriptions

Purchasing
Patterns

Video and
audio recordings

Workplace
Surveillance

Driving
Habits

GIS for
“Market Research”

As drug stores merge with other commercial operations,
personal information about prescriptions and health
supplies may be shared with marketers, pharmaceutical
companies, and internally with “affiliates” without patient
consent.

Shoppers cards link purchasing habits with consumer
names in exchange for small discounts. Often this
information is sold to marketers and upon occasion, may
even be released to attorneys who are defending stores
against lawsuits.

Increasingly, video cameras are used to deter crime, monitor
traffic, and report on weather. Television helicopters track
breaking news events. Recently, one Wisconsin store used
hidden recorders and button cameras to evaluate employee
interactions with customers.

In a survey of over 900 companies last year, the American
Management Association found that 45% of employers
monitored E-mails, computer files, and phone calls of
workers. This is up from 35% two years ago. Some
companies are using soft ware such as Assent or
Investigator to precisely monitor and record computer
keystrokes. It is now possible to resurrect and review e-
mails that were once thought deleted.

An Ohio insurance company has patented software to
monitor details about driving habits, including speed, break
and seat belt use, frequency of tailgating, and travel routes.

Some stores and businesses are using computerized maps
and statistical analysis combined with consumer databases
to create “marketing maps” that profile consumers down to
the household level.
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I1l. THE SOCIAL SECURITY NUMBER:
ITS COLLECTION, USE, AND POTENTIAL MISUSE

Government:

When Social Security Numbers (SSN) were first issued in 1936, the federal
government assured the public that the number would only be used to
track earnings, taxes and benefits. However, the ensuing years have seen
many new purposes of the number, including bank and securities
transactions, credit reports, patient records, driver licensing, school hot
lunch programs, student loans, birth certificates, and even marriage
licenses. In fact, the SSN is now required for all dependents down to age
one.

Since the 1930s, only the federal Privacy Act of 1974 has seriously
attempted to limit its disclosures. Otherwise, efforts to stem the tide of
the number’s expansion have been ineffective. The Social Security
Number has become so prevalent in modern American society that many
now believe it serves as a pseudo-national identifier.

Why has the Social Security Number become so popular? First, a steady
stream of statutes have been enacted authorizing the number’s collection
and uses. As a result, agencies come to rely on the SSN to verify a person’s
identity and track individuals, such as welfare recipients, illegal
immigrants, delinquent taxpayers, blood donors, and even parents owing
child support. In addition, as records move online, the SSN has evolved as
the number of choice to link and interconnect databases from remote
sources. Finally, the advent of the Internet has meant that records
containing the SSN, such bankruptcy filings, are globally accessible.

Since the Social Security Number reveals a person’s identity and unlocks
private aspects of their lives, its widespread use and dissemination is
viewed by some as a valuable commodity, and by others as an invasion of
privacy and a threat to personal autonomy.

Responding to growing public concerns, Wisconsin’s Governor Tommy
Thompson in 1994 directed the Department of Administration to conduct a
study of the government’s use of the Social Security Number. The study’s
objective was to assess whether it was feasible to discontinue using the
number for non-tax-related purposes and if alternate record-keeping
techniques could be substituted. Carole Doeppers, the state’s Privacy
Advocate at the time, was invited to co-author the report.
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Our joint report documented that twenty-one state agencies were indeed
collecting Social Security Numbers in 1995, in most instances to comply
with legal mandates or for internal administration, or accounting
purposes. A list of state agencies requiring the number in the mid 1990s is
found on the following pages.

Since publication of that report, demand for the SSN has not abated. In
the past three years alone, several additional state agencies have begun
requiring the SSN for new or different purposes. These new agencies
include, but are not limited to:

Ethics Board Lobbyists Child support

Natural Resources, Hunters Child support
Department of

Agriculture, Trade & Clients Child support
Consumer Protection,
Department of

Commerce, Credential holders Child support
Department of Tax delinquency
Regulation and Occupational licensees Child support
Licensing, and license applicants

Department of
Financial Institutions, Clients Child support
Department of

Office of the Public Clients needing legal Collect fees
Defender assistance

When it comes to the Social Security Number, records custodians and
public officials, at least here in Wisconsin, take seriously their obligation of
information stewardship. This attitude is reflected in recent legislative
initiatives to safeguard the unique identifier as well as agency policies
that suppress the SSN contained in public records.
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Even with the widespread reliance on the Social Security Number, it
should be noted that the number is protected in some critical areas.

* Inrecent years courts have ruled that citizens generally have no duty to
show their SSN when stopped by the police.

* Many states, including Wisconsin, do not require disclosure of the SSN
to register to vote.

 The University of Wisconsin and Vocational Educational Systems may
no longer use the SSN as a student identification number. The number,
however, may be collected for internal administrative purposes.
Several other states have similar proposals pending.

Private Sector:

Businesses and organizations in the U.S. share the government’s appetite
for the Social Security Number. Since no comprehensive state or federal
prohibitions exist in this country, there are few limits on the number’s
collection, use, reuse, and sale.

The number of instances in which consumers are obligated to disclose
their Social Security Number continues to grow. Generally, the number
must be revealed for:

« Public utility installation (gas, electric, phone)

 Credit cards

» Shoppers cards and check cashing cards

« Accounts in banks and other financial institutions

 Mortgages and consumer loans

e Securities transactions

e Cell phone purchases

* Insurance, HMO membership, and other medical services; SSN is now
a common patient record number

Like government, the private sector relies on the SSN to verify identities
and to track individuals (or their activities) over distance and time.
Increasingly, the number is viewed as a skeleton key to unlock various
repositories of information. Consumer questionnaires solicit the number
and often resell it. Marketers want the number to assemble information
for consumer profiles. Private investigators use the number to uncover
details about private lives. List brokers include the number in data
dossiers that they sell to other third parties. Credit thieves and underage
drinkers seek someone else’s number to create false identities. There are
even Web sites that offer the number for sale; one software product
advertises a complete listing of Social Security Numbers from 1937 to 1993!
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Businesses argue that collecting the number is not only legal and an
administrative necessity, but acceptable to most consumers. They
maintain that customers who refuse to reveal the number may can take
their business elsewhere. This is not always convenient, however, nor is it
possible, especially in smaller towns.

All too often consumers do not realize they may simply refuse to reveal
their Social Security Number. Many forms and applications do not label
the disclosure as voluntary or optional. Until this environment is changed,
the SSN will continue to be devalued as a unique and confidential
identifier.

Overuse and Potential Misuse of the SSN

According to recent public opinion polls, a growing number of Americans
believe that the overuse of the Social Security Number erodes privacy and
invites abuse. What is the basis for such concerns? First, the prevalence of
the SSN helps public and non-public entities compile vast electronic
repositories of information about individuals without their knowledge or
consent. Second, the SSN locates and links scattered databases to create
virtual dossiers that - when sold or shared - can shadow a person
throughout life. And last, the pervasiveness of the number invites credit
fraud and other illegal activities.

Clearly, there are steps that can and should be taken to curb the appetite
for the Social Security Number. Unless its collection is mandated by law,
individuals should consent to have their number gathered, used, and
reused. Moreover, individuals should not be penalized for failure to
disclose. The sale of the number should no longer be permitted. Only
when the profit is removed will the commercial value of the number
diminish. Finally, government agencies and private businesses alike
should be obligated to reexamine their policy of using and linking records
based on the SSN. This is particularly important because the number has
become so unreliable. It is estimated that at over 900,000 erroneous Social
Security Numbers are currently floating throughout the system. If these
initiatives were undertaken, the Social Security Number would return to
its intended purposes and the integrity of the identification system could
be restored.
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COLLECTION AND USE OF SOCIAL SECURITY NUMBERS

BY WISCONSIN STATE AGENCIES: 1995

In 1995, the Department of Administration, in cooperation with the
Office of the Privacy Advocate, completed a study regarding the
feasibility of discontinuing the use of the Social Security Number
(SSN) for all state purposes other than taxation, and substituting
alternative technologies. The following list identifies twenty-one
governmental entities who reported they collected and used the
Social Security Number for administrative purposes and to comply
with various mandates. Responses were not included if the SSN was
collected only for routine tax and payroll purposes.

STATE AGENCY COLLECTING USES OF THE
SOCIAL SECURITY NUMBERS SOCIAL SECURITY NUMBER
Administration, Department of Statewide accounting system (WISMART),

purchasing contracts, and vendors

Agriculture, Trade and Consumer Pesticide certification
Protection, Department of

Arts Board Granting arts awards and panelists’
reimbursements

Corrections, Department of Inmate work release programs and vendor
accounting

Employee Trust Funds, Personal identifier for benefits data on

Department of 390,000 state and local employees enrolled

in the Wisconsin Retirement System

Employment Relations, Personal identifier for record-keeping
Department of systems

Gaming Commission Criminal background checks

Health and Family Services, Personal identifier for 60 of their 135 data
Department of systems; 55 of the 60 are required by state

or federal law

Higher Educational Aids Board Applicants for student financial aid.
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STATE AGENCY COLLECTING
SOCIAL SECURITY NUMBERS

USES OF THE
SOCIAL SECURITY NUMBER

Legislative Audit Bureau

Natural Resources, Department of

Public Defender, Office of

Public Instruction, Department of

Secretary of State

Securities Commission

Treasurer, State

Transportation, Department of

Technical
College System

Identifier to access agency databases for
financial and program audits

Personal identifier for internal services and
to track agency staff, skills training, time
reporting and travel

A personal identifier to interface with
Dept. of Employment Relations and for use
in private attorney certification and
payments

Used in teacher data storage systems for
licensing, updating and teacher/staff
reports; DPI is considering using the SSN
as the personal identifier for student
records retained by local school officials

Optional SSNs filed on UCC forms which
are transmitted to offices of County Clerks

Expense reimbursement data on 45,000
individual licensees that are ultimately
stored in a national database administered
by NSAD ( National Administration of
Securities Dealers)

Used on checks and warrant registers but
is not released to the public; unclaimed
property program uses SSN as proof of
claim and to locate rightful owners through
credit bureaus

Collected for driver licensing and vehicle
title registration, plus twelve other uses

Used as the student ID number and for
student employment and loans **
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STATE AGENCY COLLECTING
SOCIAL SECURITY NUMBERS

USES OF THE
SOCIAL SECURITY NUMBER

University of Wisconsin System

Veterans Affairs, Department of

Workforce Development,
Department of

Used as the student ID number and for
student employment and loans **

Benefit claims, loan activity reports,
educational benefits, and to document
gualification of applicants

Personal identifier used for Workers

Compensation, Unemployment
Compensation, and welfare (W-2)

** The SSN as the student ID number
has been discontinued
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