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The ACLU of Wisconsin's Data Privacy Project has focused its attention on four
concerns dealing with informational privacy. These concerns operate at the intersection
of technology and information policy.

o The ability of emerging information, telecommunications and imaging technologies
to link, share and integrate disparate bits of information without the information
provider's knowledge or consent. (See Page 3)

e The loss of control by individuals over how their own personal information is
subsequently used for purposes other than for which it was originally intended. (See
Page 5)

e The consolidation and centralization of vast amounts of personal information into
data repositories and the impact of these trends on data access, integrity and accuracy.
(See Page 7)

e The need to implement strong standards of fair information practices in order to
insure that data handling practices are ethical, fair and transparent. (See Page 9)



State Initiatives to Link, Share and Inteqrate Personal Information
In the last biennial budget Wisconsin state agencies requested over $70 million in
General Purpose Revenue (GPR) for various Information Technology (IT) projects.
Given such a strong commitment to state-of-the-art telecommunications and digital
technologies, it is critical to understand how information contained in state databases is
being integrated, cross-tabulated, networked and shared.

The reason this is so important is because the capabilities of emerging technologies
enable personal data to be used or reused -- cheaply, efficiently and speedily -- for
purposes other than for which it was originally intended.

The government's growing secondary use of personal information that citizens are
compelled to disclose brings to mind an admonition issued in 1977 by the U.S. Privacy
Commission:

"The real danger is the gradual erosion of individual liberties through the automation,
integration and interconnection of many small, separate record-keeping systems, each of
which alone may seem innocuous, even benevolent and wholly justifiable.”

That quote forms the basis of the Wisconsin Data Privacy Project's decision to examine
the nature and extent of computer matching and merging programs being conducted by
Wisconsin state agencies.

A 1997 ACLU study revealed that 15 state agencies (or their subdivisions) were involved
in data exchanges. Among these entities, over 140 individual computer matching
programs were identified. In each case the computer match or merge was authorized by a
state or federal mandate or administrative rule; the sheer number of these authorizations
was -- in and of itself -- startling.

The study found that the greatest number of data exchanges involved child support and
welfare authorities. Personal information held in these databases was being mixed,
matched and/or merged with:

a. Other state entities (e.g. the Division of Health and the Departments of
Transportation, Revenue and Workforce Development);

b. Other federal agencies (e.g. the IRS, U.S. Post Office and Social Security
Administration); and

c. Private businesses such as telephone companies and list brokers (e.g. TRW, Equifax,
Trans Union and Metro Mail).

The most common recipients of shared or commingled data were Wisconsin's
Department of Health and Family Services and tax and law enforcement agencies at both
the state and federal levels of government.

The Data Privacy Project also investigated the government's data handling practices as
they relate to medical information. Such an examination is important because the release



and reuse of medical information involves issues of consent, anonymity and data linkage.
Moreover, the release of genetic or clinical data can make an individual unemployable as
a higher than average health insurance risk.

This study found that over 30 state agencies (or their subdivisions) are currently
authorized to collect, process and share health-related information. While medical
information tends to be confidential in terms of the Open Records Law, the study also
found that health information is commonly being shared within and between agencies for
a wide variety of reasons:

a. About 40% of health data collectors surveyed share medically-related information
with sub-contractors who are responsible for administration or data management.

b. Some health data may be transmitted to nationwide repositories maintained by such
authorities as the National Center for Health Statistics, CDC or OSHA.

c. Health data may also be re-released to auditors, utilization reviewers, researchers and
other individuals demonstrating some "tangible interest."

This health data stream raises the question of whether the concept of "confidentiality"
should be reexamined in light of technology. While confidential information continues to
be inaccessible to the press and public under confidentiality protections, it is increasingly
accessible to other governmental agencies and select private third parties claiming some
proprietary interest. In other words, the external release of health information is not
permitted, but the internal sharing of that information is growing apace.



Loss of Control: Selling Private Facts in Public Records

Wisconsin's Open Records Act is one of the broadest in the country and proudly so. Its
declaration of policy contains a presumption of openness. To promote an educated,
informed electorate, the act also requires public records be released for an amount not to
exceed the "actual, necessary and direct costs" of reproducing the record. But as budgets
shrink and the electorate balks at taxes, government has come to realize that public
information is a valuable, income-generating commodity. Voting lists, court documents,
motor vehicle registrations, real estate transactions and Uniform Commercial Code
(UCC) records have all become hot marketable items!

As a result, public officials have courted the idea of charging market rates for certain
records, especially by selling computer customized work products to business customers.
Another way to augment an agency's revenue stream is through the introduction of
"information brokers" -- private vendors who assume the responsibility of accessing and
selling electronic public record. One such broker operating in another state, CDB Infotek,
boasts of already having 1,600 databases containing more than 3.5 billion public records.
The Wisconsin Department of Transportation (DOT) is one of the few agencies so
authorized to enter into contractual relationships with commercial data brokers. The most
lucrative of the Department's three brokering arrangements involves Explore Information
Services, which sells driver information directly to insurance companies.

According to agency correspondence, Explore initially paid DOT around $10,000 per
month for its on-line access to motor vehicle data; but by the end of 1996, that figure had
jumped to an average of $15,000 per month. In addition, DOT was paid a one- time
payment of approximately $100,000 for historical data.

This adds up to well over $200,000 per year.

It is argued that data brokers already are being used successfully in nearby states such as
Indiana and Illinois and that private brokering arrangements should be viewed as a "win-
win" situation, since the enhanced access fees charged by the broker benefit both the
agency custodian and the private vendor alike. On the other hand, this concept is hardly a
"win-win" situation for ordinary citizens who disclose the information involuntarily in
the first place.

There are other concerns as well:

a. Data brokers, after all, want to make a profit on their services. As such, brokers may
well need to hike the cost of public record access beyond what is permitted in
Wisconsin's Open Records Law. Higher access costs could prove financially
burdensome to the press, non-profit organizations and the general public.

b. Data brokering also may run counter to Sec. 19.71, Wis. Stats., a provision which
prohibits the sale of records containing personal information unless specifically
authorized by law.



The bottom line is that government information should not be sold to the highest bidder
or be used as a quick fix for revenue short-falls; market incentives are not always
appropriate for public sector data collectors.



Consolidation and Centralization of Personal Information
Governments have expanded their data gathering activities to fulfill a growing number of
mandates and regulatory requirements to:

1. Verify an individual's identity,
2. Monitor recipients of government benefits and services,
3. Conduct investigations into fraud, abuse and waste,

Promote efficiency so that government "operates like a business."

As valid as these rationales are, it is important to remember that generally citizens don't
make their disclosures voluntarily; rather they are compelled to reveal personal
information to the government because of some obligation (e.g., professional licensing)
or merely to participate in modern society (e.g., registering a car).

What kinds of information do state agencies collect and maintain, and how is it used?
Here are some examples.

e Motor Vehicle data (DMV)

Department of Transportation maintains information on all Wisconsin drivers, vehicle
registration, disabled plate holders, police driving citations and accident reports. Within
the past year the DOT has begun to digitize and store drivers license photographs.
Although Sec. 343.14 (3)(b), Wis. Stats., insures the confidentiality of these digitized
photos, recent legislation permits law enforcement officials to access the images under
certain conditions.

e Registries

Reporting systems have grown dramatically as a way to track individuals, monitor rates,
conduct outcomes research and assess trends. State agencies maintain reporting systems
on cancer, AIDS, sexually transmitted diseases, abortions, artificial insemination,
immunizations, adoptions and blood lead levels. Counties oversee registries of out-of-
wedlock births, military discharges, vital records and increasing amounts of real estate
information. State and federal registries have been created on sexual predators, suspected
gang members, day care workers, commercial drivers, handgun owners, "dead-beat"
parents and victims of auto thefts, to cite some examples.

Congress even recently proposed, but did not enact, legislation creating a national
database of voters as a way to reduce voter fraud, especially in states with large numbers
of immigrants.

e National Directory of New Hires

Recently implemented federal legislation requires the quarterly collection of enhanced
employee data aimed at identifying "dead-beat" parents, locating illegal immigrants and
tracking welfare recipients who are now entitled to receive only five years of public
assistance over a lifetime. This computerized directory is expected to track 60 million
newly hired employees annually by recording the names and addresses of both the



employee and employer, Social Security and Tax ID numbers and even some phone
numbers, birth dates, drivers license number and health coverage.

Privacy concerns center on the size and, in particular, the interconnectivity of this
national reporting system as well as its scope that while purporting to cover wrong-doers
or potential wrong-doers, actually covers all citizens.

o Health data collection

Although most medically-related information is considered to be confidential, it is
collected without the individual's knowledge or consent. Wisconsin Senate Bill 315, if
enacted, would facilitate the Office of Health Care Information's (OHCI) collection of
encounter-level data that tracks patient contacts with the health care system across
distance and time. Encounter-level health data is especially intrusive because of its need
for linkers and identifiers to track patient contacts longitudinally.

Collection of linkable health data by the OHCI is being justified in terms of efficiency,
cost effectiveness and a competitive health care marketplace. This is a classic example
how personal medical information can be used for purposes other than for which it was
intended (e.g. for direct patient care).

Recently, the Massachusetts Medical Society (MMS) declared that the conflict between
patients' right to privacy and other third parties' need to know should always favor patient
privacy. The MMS went on to affirm the importance of patient consent in any
authorization of the release of personal medical data for secondary purposes. They are
one of the few groups voicing such concerns.

e Social Security Numbers (SSN)

The SSN has become the number of choice in this computer age to link and access
different electronic information systems. Twenty-three Wisconsin state agencies now
routinely require the SSN. Ten states require SSNs on drivers licenses (fortunately not
Wisconsin). In the Year 2000, however, the 1996 Federal Immigration Reform bill
mandates that SSNs be embossed or displayed on every drivers license in the country or
severe federal restrictions will apply.

One bill pending in our own state legislature requires the SSN to be disclosed for the first
time on hunting permits -- for the sole purpose of identifying "dead-beat dads." While no
one supports parents neglecting their child rearing responsibilities, it must be said that
this bill extends the electronic dossier assembly by state child support agencies to an
unprecedented degree!



Standards of Fair Information Practices: Where Do We Draw the
Line?
Our democracy is grounded in coexisting but potentially conflicting values:

a. "Free Society" -- based on historical assumptions that the individual is primary in
determining the right to life, liberty and pursuit of happiness as well as the right to be
free from unwarranted interference.

b. "Open Society" -- based on concurrent values that government must be responsible to
its citizens and be open to insure accountability and effectiveness.

At the extremes there is little argument; the Federal Privacy Act of 1974 and Freedom of
Information Acts at both the state and federal level do, after all, coexist. But conflicts
arise when a claim of "private" is made concerning government information or a claim of
"public" is made about identifiable individuals; these conflicts are exacerbated with the
advent of powerful computer technologies.

This tug of war between competing and conflicting values is being played out in our
country's statehouses, courtrooms, boardrooms and even living rooms. Thus, any attempt
to search for a middle ground between privacy and the capabilities of emerging
technologies must recognize and balance conflicting values:

o Efficiency versus intrusion;

e Government openness and accountability versus data confidentiality and self-
determination;

e Free commerce versus a desire for personal autonomy and anonymity;

e Societal welfare versus freedom from surveillance and unwarranted intrusion.

How is it possible in a democracy to thread the needle between conflicting and competing
needs and values? One way to deal with this dilemma and other computer-related issues
would be to convene a information policy task force (as has been done recently in
Minnesota) not only to revisit the Open Records Law but also to consider ethical issues
arising from the widespread use of sophisticated computer technology. The task force
should be composed of leaders from business, journalism, government and law and
include computer specialists, ethicists, consumer activists and privacy advocates.

A statement of ethical data standards was formulated by the citizen's board of the former
Wisconsin Office of the Privacy Advocate. This document offers a good starting point for
an information policy task force. But what additional issues should this body consider?
Here are some questions for consideration.

e Should Wisconsin's Open Records Law include a declaration that the personal
information citizens are compelled to disclose to their government must not be
considered an asset to be sold for profit or shared without limitations and open review
in the absence of provider consent?

o Was it the intent of the framers of the Open Records Law that entire data repositories
of personal information (such as the database of 4.5 million Wisconsin drivers or



600,000 police citations) be released upon demand to outside interests who may
commingle, consolidate and customized that data for private gain?

e Should citizens be provided with additional opportunities to opt out of data releases
involving 10 or more records, as is currently permitted for DMV information? For
instance, should the "10 or more opt-out" privilege be expanded to cover recreational
permits, occupational licensing mailing lists, consumer complaints and student
directory information?

e When databases are mixed, matched or merged, does the commingled information
(even if that only involves a series of "hits") constitute a new record needing to be
scheduled and reported to the Public Records Board, as is currently required of all
records containing personally identifiable information?

e Should Sec. 19.31-19.37, Wis. Stats., be augmented to specifically bring electronic
mail under the application of the Open Record Law?

e Should government be in the business of customizing its records for private
customers, and if so, what pricing mechanism should be permitted under Wisconsin's
Open Records Law? Should customized work products then become new record
series needing acknowledgment and a disposition schedule?

e Sec. 19.69, Wis. Stats., currently requires that computer matching programs involving
identifiable information be spelled out in formal agreements that describe the
purpose, legal authority, justification and anticipated results of the data exchange.
Since these data exchange agreements are considered public records, shouldn't they
be forwarded to some central clearinghouse for availability to the press and public?

o If government engages in electronic commerce and provides internet access to
sensitive personal information, what kind of security systems should be required?
Perhaps security procedures and confidentiality safeguards should be promulgated in
administrative rules subject to legislative oversight as a way to avoid embarrassments
such as was recently suffered by the Social Security Administration, Lexis-Nexis and
Experian (formerly TRW) who all botched their attempts to place sensitive or
confidential information on the Web.

e Should personal information that citizens are compelled to disclose to the government
be re-disclosed on the Internet for global access? How is government accountability
enhanced by placing documents containing identifiable driving records, property
deeds, car registrations and court cases on a Web site? Is that what the creators of the
Open Records Law intended?

e And finally, do data providers (i.e., citizens) retain any ownership interest over how
their information is reused or re-released? If so, should consent be required when
personally identifiable information is shared with other third parties for any number
of secondary purposes?

Recent erosion of citizen privacy is the result of the rapid spread of Information

Technology into every facet of life. When information is presented in digital format, it

becomes easier, faster and cheaper to access, transmit, store and integrate from remote

locations.

That is why concerns about the loss of data privacy go to the very heart of our
democracy:



e To be free of unreasonable intrusion and unwarranted surveillance;

e To dissuade the accumulation and dissemination of certain kinds of sensitive and
potentially injurious information;

e To permit the data provider to retain some control over how his/her own personal
information is used, shared and re-released, especially when those purposes differ
from the reasons the information was collected in the first place;

e To literally be free to be quirky, unique and unconventional in your private life as
long as you bring no harm to others.

A typical citizen is willing to give up some privacy in exchange for direct benefits and
convenience that accrue from database management. All too often, we are willing to trade
bits of privacy for the reduction of hassles, time and money. But without privacy
protections, public fears will continue to grow that government (and commercial data
purveyors alike) will become "inside elites" who know more about you than you know
about yourself through their compilation and manipulation of information about wages,
occupations, education, race, medical condition, behaviors and lifestyle choices. This,
indeed, can have a chilling effect.

By one 1994 estimate, American computers hold more than 5 billion records that trade
information on every man, woman and child the country on an average of five Times a
day. The ramifications of technology's use of such a storehouse of personal information is
truly staggering. Thus, it is critical that data custodians use technology to enhance
services, not as an instrument of social control or commercial snooping. For if
information brokers become the new power brokers in modern society, technology will
be viewed as a threat, rather than a benefit as it was originally intended. And society will
not be able to reap the vast rewards that technology promises for the 21st century.



